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The Issue At Hand: 
 
As the world continues to be affected by the COVID-19 pandemic event, the time has 
come to consider the after-effects and how it will impact us all. 
 
While major cities seem to be the epicenters of this calamity, less populated areas are 
also impacted. While major healthcare facility staff have the coverage of their healthcare 
systems for recovery and response, when a physician returns to their home office, do 
they have a plan to treat patients safely? 
 
The healthcare industry is taking extraordinary steps to support their employees. 
However, the world may never be the same.  Given that, we must prepare for the 
eventuality that pandemics will recur.  There is a  pattern of ‘every few years’ having 
another such incident.  In just the past eighteen years, we have endured SARS (2002-
03), Swine Flu (2009-11), MERS (2014-15), and Ebola (2014-16).  
 
Hospital disaster plans do not usually cover physician practices 
 
“Those who fail to learn from history are condemned to repeat it." 

Sir Winston Churchill  
 
We must all learn and prepare from these events.  In risk management,  ‘All-Hazards 
Planning’ is where an organization is prepared for any  eventuality. That approach is 
usually successful if one can rely upon an unlimited supply of resources. 
 
Doctors have great responsibility to their communities.  Every night on the evening 
news, we hear that ‘this facility needs more ventilators or more PPE so that their staff 
members can attend to the current crisis. This directly impacts the number of lives lost.  
 
Right now, you need to revisit your office’s points of vulnerability and what YOU need to 
recover in the event of a disaster.  The greater your responsibility to society, the more 
you need to plan. Physicians are already facing this inevitability.  
 
 
 
 
 



What do physicians and other medical practitioners do now? 
 
As a healthcare provider, your patients look to you in times of physical pain and distress. 
They need you to be there for them for guidance and healing. However, if your office is 
experiencing a business interruption due to a natural disaster or simple power outage, 
can you help them?  Just being available to them will help them to cope in these times. 

Simple data backup is not a business continuity plan. 80% of small businesses that do 
not have a plan and suffer an interruption are out of business within two years. 

  
Now is the time to consider these ideas for Reopening Your Practice 
 
The AMA has written Physician Guide for Reopening (see ama-assn.org).  

Its checklist includes: 

1. First, compliance with guidance from federal, state, local authorities 
2. Next, create a plan charting out a phased reopening taking account of PPE on 

hand , staffing, and cleaning needs 
3. Always institute safety measures for patients and staff 

 
Of course, anxiety and uncertainty surrounding the safety of reopening should play into 
planning. A physician or healthcare administrator must address your staff’s concerns 
about what specific procedures are needed to minimize risk to keep your practice open.   

Be sure to pay particular attention to those employees who may be at risk or live with an 
at risk person. Be honest and keep an open dialogue. All employees should be screened 
every day for fever or other symptoms – as should inbound patients before entering. 

As you think through solutions, think long term. One physician, in an interview with 
AMA mentioned he had installed automatic doors so patients would not have to touch 
them. He also avoided having patients in a common waiting room and moved many 
patient interactions to a Telehealth service. 

During the pandemic, Telehealth visits began to account for about 40% of patient visits. 
Even though in person visits had declined 10%, revenue was trending up over last year. 
While there is not yet enough evidence on where the safety line is, a good guide going 
forward may be to keep sick patients, who really do not need to be seen directly, out of 
the office and attend to them via Telehealth, if that is an available option. 

 

 

 



The bright side is that all of these precautions, procedures, and measures taken will only 
make your practice safer for staff and patients. 

This pandemic experience, and by now having the opportunity to make plans to reopen, 
has given everyone a taste of what a business interruption can mean for any practice. As 
you use guidance from the AMA, other healthcare and safety experts, it is  smart to 
consider an event more long-term view of enterprise planning.  

 
Stepping up to be prepared 
 
With these new threats, practices must find ways to enhance their risk management 
solutions. This includes educating staff, supply chain partners and engaging in further, 
detailed public/private sector training. 
 
All practices back up their data (Disaster Recovery) and most have detailed plans to run 
business processes (Business Continuity) in the event of a disaster event, but some 
healthcare systems were struggling to be completely prepared during this pandemic 
event. 
 
A reliance on third-party providers became an issue and, in-house supplies were quickly 
exhausted.  These are very typical of the concerns outlined  in the CMS Ruling 
documentation. The goal is to minimize the assumptions and make the most detailed 
plan possible for disasters. 
 
 
 What resources are available now that will be needed in the future? 
 
These are some of the critical elements for recovery that have emerged: 
 

• Emergency Facilities & Testing Sites delivery 
o It is imperative to consider that the current pandemic may be an event 

that will not end soon. Or, if this one ends, another may begin. The time to 
prepare for additional screening procedures PRIOR to entry into a hospital 
is at hand. 

o Specific companies have the resources and experience to deliver as much 
as 10,000 square foot of floor space per day on a temporary basis to meet 
your tactical needs.   

o For longer-term planning, many hospital systems are already considering 
strategic plans to have permanent screening areas built at entry-points to 
their facilities. 
 
 
 

o BENEFITS of Emergency Facilities & Testing Sites:   
§ Consider potential, threatening events affecting facilities 
§ Very quick assembly needs based on pre-planning work done 



§ Entry Testing Sites for viruses and other calamities 
§ Staging areas to help respond to any disaster event 
§ Flexibility to use them for other purposes 

• Patient overflow  
• Patient segregation 
• Triage areas 
• Reception areas 
• These may be considered Operating Expenses as opposed to 

Capital Expenses, and certain property insurance coverage 
may apply – please check ahead of time with your agencies 

 

• Business Continuity Planning 
o Cybersecurity - All types of companies – especially healthcare systems – 

need to  bring greater Cybersecurity controls to their enterprises. 
 

o Business Continuity Plans must:   
§ Assess your needs  
§ Test what plans are in place right now 
§ Prepare to increase your preparedness 
§ Educate you teams to respond when disaster strikes 
§ Protect  their employees and their business operations so that they 

will reduce the possibility of interruptions to their service delivery. 
 

o Continuing your Operations 
§ Customized preparation for ALL your facilities 
§ More likely Continuity Of Operations (COOP)  
§ Increased monitoring and study of trending 
§ Earlier detection and action 
§ Specific planned and detailed responses in place 
§ Assurance to your Board of Directors that this is being addressed 

and the sanctity of your healthcare system is in a better place 
 

o Communications/Notification Planning 
§ All organizations need to be sure that their communications and 

notifications processes are available when disaster strikes 
§ Some companies run parallel systems to help to ensure that there is 

communication with staff, resources and supply chain 
§ Many tools are available to address this issue with employees 

getting information and responses from their cell phones, etc. 
 

o BENEFITS of Communications/Notification: 
§ All employees are advised of changing scenarios 
§ All stakeholders and supply chain partners are advised 
§ All facilities have the same information 
§ Public/Private Sector coordination can be enhanced 



§ Regular testing will make emergency announcements easier for all 
parties in their receipt and responses to info  

 
o Enterprise Risk Management Planning 

§ One strategic plan can be created for the entire enterprise 
§ Tactically, each site can create its own specific plans 
§ These plans can be ISO Standards-based and use the special 

requirements  for healthcare facility planning 
§ These plans can contribute to compliance with CMS-based recovery 

planning 
§ Headquarter plans can be created as a ‘hub-and-spoke’ model. HQ 

knows what each specific location is doing and, in the absence of 
communication/power/etc., knows that these facilities are 
empowered to act on their own, subject to previously agreed-upon 
solutions and planning.  

 
o BENEFITS of Enterprise Risk Management Planning 

§ One Strategic Plan for all entities 
§ Individual Plans for each department or location 
§ Standards-based 
§ Plan creation allows business owners to consider their most 

important needs during disaster events 
§ Easy to implement and test 

 
o Vendor Management/Supply Chain Planning 

§ This is a critical area that somehow always impacts a recovery 
§ In addition to the direct suppliers for your hospitals, there are 

secondary and tertiary vendors upon whom they depend 
§ This means that several areas – especially manufacturing and 

transportation –  can greatly impact the supply chain 
§ Dedicated resources should be focused on tracking critical vendors 

and incorporating them into your Business Continuity/Disaster 
Recovery testing 

§ If a supply chain vendor is not responsive during this current 
pandemic, you should consider other sources 

 
§ BENEFITS of Vendor Management/Supply Chain Planning 

• Greater assurance of reliable partners 
• Ability to successfully conduct recovery tests 
• Identify a reliable and confident single point of contact 
• Documented records of their performance or lack thereof 
• Focus their own planning, knowing that your healthcare 

practice considers such factors – and they can be confident 
that you are prepared 

 
o Experienced Management Consultants  

§ The right people involved in the right area of focus 



§ Healthcare-experienced resources bring new ideas to you 
§ Ability to train your staff and stakeholders 
§ Ability to vet your supply chain partners 
§ Ability to report on positive or negative trending 
§ Thorough understanding of current CMS regulations 

 
§ BENEFITS of Experienced Management Consultants  

• Fairly priced as an Operating Expense for you 
• Ability to be hired on an ‘as-needed’ basis 
• Selected for their specific knowledge area 
• Ability to bring ideas from other client scenarios 
• They can start right away and be flexible 

 
o Strategic, Long-term Planning 

§ The Bottom line – once this pandemic ends, another event will 
occur. You can leverage current investments in the safety and 
productivity of facilities 

§ There will always be events for which you need to be prepared 
§ Incorporating Enterprise Risk Planning into long-term goals helps 

to secure long-term funding for such programs 
§ Most of these expenses will be Capital Expenses 

 
§ BENEFITS of Strategic, Long-term Planning 

• Capital Expense driven 
• Long-term project planning 
• Ability to invite stakeholders long-term 

 
o Access to Funding and Financial Resources 

§ Agencies and companies exist with the resources and experience to 
find CMS Funding for your group 

 
§ BENEFITS for Access to CMS Funding/Financial Resources  

• The CMS organization wants you to ask for assistance 
• Financial firms will work directly on your team’s behalf 
• This is a replicable model that can be used to renew  

 
 
Action Items for Physicians Offices to Reopen 
 
Now that we have all endured the pandemic events, each individual physician’s practice 
that is not participating directly in a healthcare system’s overall enterprise risk plan, 
must find a way to create their own plans for the benefit of their employees and patients. 
 



A good way to measure this is to determine if your individual practice has been invited 
to participate in the healthcare systems disaster testing activities.  If not, you should 
inquire as to why you have not been invited to see if your practice is included or not. 
 
Given a decision where your practice is NOT included, you must create an individual 
plan that will serve your own needs.   You will have to commit to understanding what 
you own office will need to continue serving your patients and your community. 
 
This may be the one priority that is currently escaping you and your colleagues! 
 
Now is the time to take more notes, vet more partners, find more avenues and resources 
to enhance your service delivery. You may need some outside help from trained 
professionals who know what to do, what to ask and what to look for – or, you can study 
the CMS Guidelines at www.CMS.gov for more ideas. 
 
Either way, while you are busier than you have ever been, please take this opportunity to 
evaluate what is working and what has not worked – and take the action internally so 
that things can be enhanced. 
 
These are difficult times for all – and many organizations would like to help. 
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